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User signs-up at the Central- 
Entity by providing his personal 
or financial information 




Central-Entity creates an 
account for the USER 
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USER receives account 
information from the Central- 
Entity, including UserName and 
Password 
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Figure 3 
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USER attempts to get access to 
a restricted web site OR to buy 
goods/services 
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Central-Entity generates 
dynamic, non-predictable and 
time dependent SecureCode 






USER receives the SecureCode 
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USER provides his UserName 
and SecureCode as digital 
identity to the External-Entity for 
identification 
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Figure 4 
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The External-Entity forwards the 
user's digital identity along with 
the identification and 



authentication request to the 
Central-Entity 
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The Central-En 
USER'S digital 
sys 


tity locates the 
identity in the 
tern 







Central-Entity compares the 
user's digital identity retrieved 
from the system to the digital 
identity received from the 
External-Entity 
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Central-Entity sends an approval 
identification and authorization 
message to the External-Entity 
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Central-Entity sends a denial 
identification and authorization 
message to the External-Entity 
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